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Overview

This document is intended to provide email administrators and Outlook end users a guide for the
installation of the SMX Advanced Security add-in.

The SMX Advanced Security add-in provides Microsoft Outlook users access to SMX's Advanced
Security features, including user Spam Submission.

Scope

This document covers the installation of SMX Advanced Security Plugin. This document does not cover
instructions on configuring Office 365 vis-a-vis SMX filtering services.

Audience

This document is intended for the IT administrators and support teams who use the SMX Portal to
manage SMX services for themselves and their customers. Access to the SMX Portal should be
restricted to personnel who support email.

* IT Administrators
*  Email Security Teams
* IT Support Teams

This document is not intended for the end users who are sending and receiving emails within an
organization.

Customer end-users are not expected to use the SMX Portal and this guide assumes a level of familiarity
with certain application protocols that require more than a basic technical understanding from the
reader.

Installation Requirements

The SMX Advanced Security add-in requires both of the following:
*  Mail Platform Requirements
o Microsoft Office 365 (Exchange Online) or;
o Microsoft Exchange 2016 and above
* Client Requirements
o Microsoft Office 365 / Exchange 2016 Outlook online (OWA)

o Microsoft Outlook 2016 client or above
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Note: Microsoft Outlook Email Account must be configured as type ‘Microsoft Exchange’.
At this time, SMX does not support installing the SMX Advanced Security add-in on IMAP or POP3

configured Email Accounts.

Additional Documentation

Title

SMX Portal Administrator Guide

SMX Inbound and Outbound Scrubbing Guide

Office 365 Inbound and Outbound Scrubbing

Configuration

SMX Advanced Security Plugins - User Guide

Summary

A detailed guide on how to administer the
SMX Portal.

Basic guide on how to use inbound and
outbound filtering services.

Step by step administrators guide for
configuring Office 365 Inbound and
Outbound Scrubbing.

A guide on how to use the Outlook SMX
Advanced Security add-in for Spam
Submissions.
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Administrative Installation - Office 365 / Exchange 2016

The SMX Advanced Security add-in can be installed on Microsoft Office 365 and Exchange 2016 via the
Exchange Admin Center, or manually by end users using the Microsoft Outlook Client or Outlook
Online (OWA). The following section outlines the installation steps for the Administrative installation
using Exchange Admin Center. For details on the manual installation process see section 7 .

Prerequisites:
Account logged into Office 365 or Exchange 2016 > Exchange Admin Center with permissions to install
and manage add-ins for your organisation.

1. Within the Exchange admin center, open ‘organization’ > ‘add-ins

Office 365 Admin

Exchange admin center

dashboard sharing |add-ins
recipients
permissions Add-ins let your users do and see more without leaving their mailbox. The following list shows add-ins that have been installed for the organization. Find more add-ins for Outlook at the Office Store...

compliance management s

Urgaﬂization | NAME 4 | PROVIDER USER DEFAULT PROVIDED TO
) Action ltems Microsoft Enabled Everyone
protection Bing Maps Micrasaft Enabled Everyone
. My Templates Microsoft Enabled Everyone
mail flow
Suggested Mestings Microsoft Enabled Everyone
mobile Unsubscribe Microsoft Enabled Everyone

unified messaging

hybrid
0 selected of 5 total _ Need help?
Click the new button , select 'Add from URL' and enter the manifest URL for the SMX

+-

Advanced Security add-in, then click ‘install’.

Manifest URL:
https://mailadmin.smxemail.com/outlook-addin/smx-outlook-addin.xm]
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Exchange admin center

dashboard sharing add-ins

recipients

permissions Ad-ins let your users do and see more without leaving their mailbox. The follawing list shows add-ins that have been installed for the organization. Find more add-ins for Outlook at the Office Store...
compliance managerment +- (s

Add from the Office Store ROVIDER USER DEFAULT PROVIDED TO

Add from URL
icrosoft o b

@ Add from URL - Moszilla Firefox -

organization

protection Add from file
licrosoft - -
My Templates Microsoft | © & ht look.office365.com/ecp/Extension/Orglnstall FromPrivateUrl.a: oo T}| =
mail flow " e
Suggested Meetings Microsoft
mabile Unsubscribe Microsoft Add from URL

public folders

Enter the URL for the add-in manifest you want to install.

unified messaging *URL:

[etpstsmailadmin.smcemai com/outiooi-addi E——

hybrid

install ” Cancel

0 selected of 5 total

https://outlock.office365.com/ecp/Extension/QrgExtensions.slab?reqld=1529459822283&showhelp=false#

Hint: Make sure there are no trailing spaces or the installation will error.

le]

N

. Once added, select the SMX Advanced Security add-in then click edit to configure settings for it.
The add-in is disabled for users by default.

Note: Installation and configuration changes can take some time to be made.

it -in settings - Mozilla Firefox -
Edit Add. gs - Mozilla Firef: [m] x

® & htp:

utlook.office365.com/ecp/Extension/OrgEditApp.aspx?ActivityCorrelat LLONS + 4

SMX Advanced Security

Exchange admin center

Make this add-in available to users in your organization

dashboard sharing add-ins Specify user defaults:
O Optional, enabled by default
recipients ® Optional, disabled by default

: O Mandatory, always enabled. Users can't disable this add-in.
permissions Add-ins let your users do and see more without leaving their mailb tore..

compliance management

I Save | ‘ Cancel

organization 4 PROVIDER USER DI

Action Items Microsoft Enable: EVeryone

rotectiol SMX Advanced Security
protection Bing Maps Microsoft Enabled Everyone ¥
Version: 1.0.4

mail flow My Templates Microsoft Enabled Everyone Created by: SMX

SMX Advanced Security SMX Disabled
mobile Suggested Mestings Microsaft Enabled Everyone Provides access to SMX Advanced Security features

Unsubscribe Microsoft Enabled Everyone

Permissions: Read\write mailbox
When the user clicks this add-in, the add-in will be able to read or modify the
contents of any item in the user's mailbox and create new items. It will be
able to access personal information in any message or calendar item, for
example, in the subject, in the list of senders or recipients, in the body, or in
attachments. The add-in may send this data to a third-party service.

hybrid

1 selected of 6 total
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o Hint: You can define the installation scope to specific users by using the ‘Set-App’ PowerShell cmdlet.

For more information see:
https://docs.microsoft.com/en-us/powershell/module/exchange/mailboxes/Set-App

Manual User Installation

The following sections outline the manual installation steps for Microsoft Outlook and Outlook online
(OWA). In this case the add-in is installed by the end user opposed to an administrative install across an
organisation. This may be preferable when testing the add-in or when installed in smaller organisations.

Microsoft Outlook 2016

Prerequisites:

*  Microsoft Outlook 2016 client or above

*  Microsoft Outlook Email Account must be configured as type ‘Microsoft Exchange’

(required for Microsoft Store add-in access)

* Permissions to install and manage local add-ins

1. Click the Office Store button (in some versions of Outlook this maybe the “Get Add-ins” button)

Inbax - admin@testingnz.onmicrosoft.com - Outlook

Send / Receive Folder View Q Tell me what you want to do

ﬂ '.&.‘New Group Search People

= =

£ Browse Groups [ Address Book
Y Filter Email =

7]

=1 &,

Mew  Mew Assign

Email Items ~ e@' Policy -
New Delete Respond Quick Steps ] Mave Tags Groups Find Add-ins A
Drag Your Favorite Folders Here <

~| SE Rules~
E1 Team Email 7 B

Search Current Mailbox A2 | Current Mailbox

Focused Other By Flag: Start Date v |

4 admin@testingnz.onmicrosoft.c...
[ Inbooe ‘We didn't find anything to show here,
[ Drafts

Sent ltems
I Deleted ltems

Archive

Clutter
[ Conversation History

Junk
I Junk Email

Outbox

RSS Feeds

Search Folders

[- Groups

ltems: 5 2 Reminders: 6 Al folders are up to date. Updating address book.  Connected to: Microsoft Exchange ] B - +
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2. Open 'My add-ins" and click the '+ Add a custom add-in’, and select 'Add from URL'

X
ADD-INS CONMECTORS
Add-ins may access personal information. By turning an add-in on, you agree to its License Terms and Privacy Policy. Search add-ins Q
Al My add-ins
My add-ins

Store add-ins
Add-ins that you added from the Office store.

Admin-managed

No add-ins found.

Admin-managed add-ins

Add-ins deployed by your administrator. Browse all admin-managed add-ins.

No add-ins feund.

Custom add-ins

You can install add-ins from a file or from a URL. I+ Add a custom add-inw

No add-ins feund. Add from URL...

Add from file...

3. Enter the manifest URL for the SMX Advanced Security add-in, then click ‘OK'.
Manifest URL: https://mailadmin.smxemail.com/outlook-addin/smx-outlook-addin.xml

Add private add-in from a URL

Enter the URL of the add-in's manifest file:

https://mailadmin.smxemail.com/outlook-addin/smx-outlook-addinxml x

QK Cancel
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4. Acknowledge the warning and select ‘Install’ to install the add-in

Warning

This custom add-in may access your personal
data and send it 1o a third-party service.

[t hasn't been verified by Microsoft. Make
sure you trust the source of the add-in.

Install Cancel

5. Close Office Store (or "Get Add-ins”) and the SMX Advanced Security add-in will be shown

within the Home ribbon.

Outlook

Inbox - admin@testingnz.onmicrosoft.com -

Send / Receive Folder View Q Tell me what you want to do

. . . Focused Other
4 admin@testingnz.onmicrosoft.c...

By Flag: Start Date v .

It'll take just a few moments to rate your experience.

© Inbox 4 |» NoDate
I Drafts Microsoft AppSource

Share your feedback about Compatibility Checker ... 18-Jul-18
Sent [tems

[ Deleted ltems
Archive
Clutter

I Conversation History
Junk

[ Junk Email
Outbox
RSS Feeds

Search Folders

I Groups

Items: &

a2

2 Reminders: 6

All folders are up to date.

Connected to: Microsoft Exchange

= .I..l_|,:I x x D SRy g |[Pinsos ¥ Move - | % New Group Search People ﬂ- )(
N 152 Reply Al £ To Manager - = Rules- £ Browse Groups |-} Address Book
New  New Delete Archive - ||= - Tags Store | SMX Advanced
Email ltems~ 457 4 Forward Team Email 7| 1 OneNate - Y Filter Email - Security »
Hew Delete Respond Quick Steps & Move Groups Find Add-ins SMX ~
Drag < . a
Search Current Mailbox £ | current Mailbox - €2 Reply E2Reply Al E3Fa Provides access to SMX Advanced Security features

To

) 7 there are problems with how this message is displayed, dick

1

Click to view advanced security features

Wed 18-Jul-18}1
MA  Microsoft AppSource <app
Share your feedback about -
Compatibility Checker for -

SM¥ Admin User
here to view it in 3 web browser,

~

B Microsoft

Rate your experience with yc
app

Your valuable input will help other Microsoft Apg
them.

0 E -—18

+ 100%
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Office 365 / Exchange 2016 Outlook Web App (OWA)

Prerequisites:

*  Microsoft Office 365 / Exchange 2016 Outlook online (OWA)

* Permissions to install and manage local add-ins

1. Click on the ‘Settings’ icon and select '‘Manage add-ins’

CH

Outlook

Search Mail and People ,O @ New|v 9 Undo
Settings x
© Folders Focused Other Filter v
Favorites Next: Weekly catchup 2t 3:00 p.m. [*] Agenda Search all settings R
A SMX Admin User
~ Inbox Automatic replies
Create an automatic reply (Out of office)
Clutter
message,
v Drafts
Sent ltems Display settings
Choose how your Inbox should be organized.
v Deleted ltems Q_p ’
Atz ' Offline settings
Conversation History ) Use this computer when you're not connected
: to a network.
Junk
v Junk Email Your Focused inbox is cleared Manage add-ins
. Turn add-ins from your favorite app vendors an
blotes View Other inbox and off.
RSS Feeds
v Groups Manage connectors
Connect Outlook to your favorite services.
Theme
Default theme
= s M . v
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2. Open My add-ins’ and click the '+ Add a custom add-in’, and select ‘Add from URL’

X Close Send feedback

Add-Ins  Connectors

Search add-ins
Add-ins may access personal information. By turning an add-in on, you agree to its |
License Terms and Privacy Policy.

Al My add-ins
I My add-ins

Store add-ins

Add-ins that you added from the Office store.

Admin-managed

No add-ins found.

Admin-managed add-ins
Add-ins deployed by your administrator. Browse all admin-managed add-ins.

No add-ins found.

Custom add-ins

You can install add-ins from 2 file or from a URL. |+ Add a custom add-in + I

No add-ins found. Add from URL...

Add from file.

3. Enterthe and enter the manifest URL for the SMX Advanced Security add-in, then click ‘'OK'.

Manifest URL: https://mailadmin.smxemail.com/outlook-addin/smx-outlook-addin.xm]

Add private add-in from a URL

Enter the URL of the add-in's manifest file:

https://mailadmin.smxemail.com/outlook-addin/smx-outlook-addin.xml x

QK Cancel
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4. Acknowledge the warning and select ‘Install’ to install the add-in

Warning

This custom add-in may access your personal
data and send it 1o a third-party service.

[t hasn't been verified by Microsoft. Make
sure you trust the source of the add-in.

Install Cancel

5. Close Settings and the SMX Advanced Security add-in icon will be shown within the Message

toolbar.

Outlook

Search Mail and People SO ® New|v T Delete i Archive Junk|¥ Sweep Moveto v Categories ¥

® Folders Focused Other Filter v Message Center Major Change Update Notification
Favorites Next: Weekly catchup at 3:00 p.m. [ Agenda
i < i : >
~ SMX Admin User Office 365 Message Center =I Office 365 Message Center <0365mc@microsoft.com
o Mo Message Center Major Change Update Notificati 108 am ® O Replyall |v
Organization: We're extending coverage of enhanced a.. Today, 11:08 2.m
Cluzmer SMX Admin User ¥ [ sMX Advanced Security - Provides acecess to SMX Advanced Security features
v Drafts
Sent tems Unsubscribe a

<

Deleted ltems

Archive

- ] Office 365
Conversation History
Junk
~ Junk Email Organization:

Notes We're extending coverage of enhanced anti-spoofing protection to ¢
organizations

RSS Feeds

v Groups Major update: General Availability rollout started
Applied to: All customers
We're excited to announce that we're extending enhanced anti-spoofing capabiliti
= O (EOP) organizations. Previously, this feature was only available to E5 and Advance( v
< >
Contact SMX

SMX values your feedback. If you have comments about this guide, please send an email message to emailsupport@smxemail.com . In
your email message, please specify the document name and the section to which your comment applies. If you want to receive a
response to your comments, ensure that you include your name and contact information.
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